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Syrian Social Botnet (SSB)

® (Collected the retweet connections forward and
backward in time.

® |dentified 130 accounts comprising a social botnet, that
we call the Syrian Social Botnet

® All accounts were suspended by the Twitter on the
same date and time around 6:30 AM UTC, November
20, 2012




Three Questions about the SSB

Tracing social and collaborative activities of 130 user
accounts through 35 weeks

Q1. How it grows over time

Q2. How the content of tweets by the social botnet differ
from those of reqular users in the same dataset

Q3. How the social botnet may have influenced the
relevant discussions




1

12

13

14

15

16

17 18

19

23 24 25 26 27 28 29 30 31 32|

wmmm i G 0wt
unma-- o oo oo s o oses
1 a0
ppn
o =
18R 0463 12 0468 -
o o 2 i 7
Tom e f G o Doee i aia s s
P RGeS i s Tl G o iemses 150 a0 D o
e o 4 i ) i
A T e on) = o i 7 i
& i 0w Hom 85 soms " o1 e it 75 g
B 35m oes i ams i ae s 5o s e i o 7 o
prrert o g iy
s ) oo i a s an
T e S S oo s o 4 o
5 9 ae
ror— o0 o e asr
w7 o i s
v asn 5 g s g
mom 1 i aan
o oo Bom 1 159 an
am 159 i
nows 1 90 ‘0
0 o 0 naw 3 s an
N 795 o5 3 omia o1 om0y > 08 om) 030 o aom i aum
AN i e s nan m aum
4 H b} —
wous i aier i 0w
120 0sen howe | e o o
g 163 clm aun 135 061 Cmr 110 0. o om wom 1 P
0 oior i Som 1 " oan
gy a0 a0 0k c 158 05 aom 1 v
o v
Hom 1 roram 1
S ot e e rr— Gom o 1
i aam “om 1 oo 1
0 as - o 1
e i
o o d ) oin
ey D i a0 o o H oun
i asm 1w om a2 e 197 0t ams H e
3 i oait oo 1o ows 3 aiai o 7% oisa c H 1o aun
3 1 a3 oo 7 e oo 11 am H a3 aum
15 oom oo 1t o 1 5 0513 om H o aan
3 i ok o 100 ou o ome 7 o H g
31 o oo 1w oan 3 o o 15 o5 om H 1t
1 s o ‘o 1om oum 3 G o % ason ami H v
31 o o e owr 3 o a7 o H s o
I s oo aom 0 a3 s e om oo
i o a3 05 a7 ozt awr 52 e
1 e o o am 1 rigraiiivped 120 at
o 1 s an
om 1 i g
i i
e aun
o on
1% i
150 a4
1 i
i i
1t g
7 o
14 0k
o
@iom
Som
"
n %0 sy 22 doae cou

o o0 7 2 a0 oow|
222 0009 0016281 0008 0013 1%y 78 6013 00 _ 61 0% 007 330 003 01 B 37 6015 02 117 600 00118




538 (52.6%) 359 (35.0%) 376 (37.6%)
325 (31.8%) 29 (2.8%) 39 (3.9%)
127 (12.4%) 465 (45.3%) 258 (25.8%)
13 (1.3%) 10 (1.0%) 249 (24.9%)
0 (0.0%) 54 (5.39%) 14 (1.4%)

1 (0.1%) 23 (2.2%) 20 (2.0%)

4 (0.4%) 47 (4.6%) 18 (1.8%)
3(0.3%) 9 (0.9%) 7 (0.7%)

1 (0.1%) 4 (0.4%) 2 (0.2%)

1 (0.1%) 4 (0.4%) 1 (0.1%)

2 (0.2%) 19 (1.9%) 12 (1.2%)

7 (0.7%) 3(0.3%) 4 (0.4%)
1022 1026 1000

26 11 207
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181 botnet tweets made it in to the weekly top 100 RT




What is an Automated Social
Actor (ASA)¢

® An ASA is software designed to act in ways that are similar
to how a person might act in a social space.

® Also a"“Social Bot” or “Social Botnet”

® Conversational Bot — a bot that is texting or attempting to
interact in a social way — possibly trying to pass the Turing
test.

® Aggregator Bot —a bot that mines information from one

source (web, Twitter, Facebook, Reddit) and re-presents it as
novel on another social computing platform

® Collaborator Bot — task specific bot completes tasks for the
user — clean up, information organizing



Why Should We Care?

Automated Social Actors have influence on social computing
systems (for better or worse):

1. Our approach to data collection (i.e., what behaviors should
be collected)

2. Our understanding of the social dynamics (i.e., which social
interactions “count” in an analysis)

3. ASAs have motives and behaviors that are embedded in the
code by the builders. These motives and behaviors may not
be aligned with well known (accepted) behavioral theory.

4. Incentivizing an ASA is not the same as a person. Are there
models for bot baiting?

5. How we think about the design of future social computing
systems




What Makes this “hard”?

® In general, ASA (bot) detection is tricky:

® Dynamic participation — the ASA accounts and behavior
changes over time — perhaps unpredictably

® Graph theoretic (social network) approaches catch legitimate
users in the network (*friend” or retweet the wrong account)

® Linguistic models do not internationalize well
® Some ASAs are sanctioned by the platform (legitimate bots).
® ASAs may or may not follow game theoretic predictions

® What happens when ASA behavior is integrated with
humans (human-in-the-loop)? Do we count that as bot
behavior or human behavior?




Questions & Discussion
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