July 7, 2005

Charman Shewood Boehlert
Committee on Science

U.S. Hous of Representatives
Washington, D.C. 20515

Dear Charman Boehlert:

| have endosed responges to your written questions following theMay 12, 2005hearing
on Orhe Future of Computer Science Research in theU.S.O Also induded are my
responses to written questionssubmitted by Ranking Member Gordonand Representative
Jackson Lee.

Asl| stated in my testimony, the chdlenges we face with cyber security research are
similar to thoe wefacewith IT at large In particular, there is much research tha
urgently needsto bedone little of which will befunded by indudry. It isimportant tha
the Federal Government take action before the situation worsensand the cog of inaction
becomes even greater.

Thank youfor the oppotunity to supply testimony on this important topic.

Sincerely,

Dr. TomLeighton
Chief Scientist and Co-Founde
Akamai Technologies, Inc.



Questions from Science Committee Chairman Sherwood Boehlert.
Question One:

What kind of computer science research isn® DARPA suppoting tha you think it
should? Isit jug a matter of more funding or are there programs tha are of alower
priority tha should be cut?

Answer:

| am mog concerned by DARPAG redudion of suppot for university-led research in
computer science. Thisisnota problem limited to a particular research area within the
discipline per se. Rather, it isatrend across the spectrum of computer science. While
there may be examples of areas, such as the cognitive computing effort mentioned during
thehearing, where DARPA is still funding basic research in computer science, university
funding has been greatly reduced or eliminaed in many important areas.

The Defense Science Board noted thistrend in February 2005in ther examination of
DODG@ efforts to maintain an adequate supply of High Performance Microprocessors
(inddentally, an areain which DSB conduded DOD -- primarily DARPA -- was Gho
longe serioudy involved inE research to enable the enbedded processing proficiency on
which its strategic advantage depend<). The DSB recognized the crudal payoff ganed
by DOD -- and ultimately the naion -- from DARPAGQ prior significant invavement in
university-led IT R&D:

rrom the early 19603 throughthe 19803, onetremendousy successful aspect of the
DODG@ funding in theinformation technology space came from DARPAQ unique
approach to thefunding of Applied Research (6.2 funding), which hybridized university
and indugry research througha process tha envisoned revolutionay new capabilities,
identified bariersto ther realization, focused the best mindsin thefield onnew
approaches to overcome those bariers and fogered rapid commercialization and DOD
adopion. The hybridization of university and indwstry researchers was a crudal element;
it kept thebest and the brightest in the university sector well informed of defense issues
and the university researchers acted as useful ‘prods’ to the defense contractors, making it
impossible for them to dismiss revolutiona’y concepts whose feasibility was
demondrated by university-based 6.2 efforts tha produeed convindng 'proof of concept’

prototypes.

Recently, DARPA has further limited university participation, especially as prime
contractors, in its Computer Science 6.2 programs, which were by far its mog significant
investmentsin university research (vastly outstripping 6.1 funding). These limitations
have come in a nunmbe of ways, induding nonfiscal limitations such asthe
classification of work in areas tha were previoudy undassified, precluding university



submission as prime contractors on certain solicitations and redudng the periodsof
performance to 18-24 monthsO

For FY 2005,DARPA reported to the Nationd Coordination Office for IT Research and
Development that it plannad to make *no* investment in the High Confidence Software
and Systems research area. This areaindudes several important topics, such as cyber
security R&D.

As Director Tether® testimony before the Committee indicated, DARPA isfunding
*classified* research effortsin thecyber security space. Because thework is classified,
however, the amountand nature of thework can® be shown in the NCO& budge
supplement. More importantly, the university research community islargdy unable to
paticipae in theresearch, and congraints on the dissemination of theresults of thework
limit the community@ ability to drive further innovation based oniit.

In its March 2005review of federal cyber security R& D, the President@ Information
Technology Advisory Committee (PITAC) noted that this trend standsto disadvantage
both thecivilian and military sectors. Asan example, PITAC cited the potential impact
of theinareased use of classification on DOD@ planned Globd Information Grid (GIG) -
- amultilayered network to link weapons intelligence, and military personné for
etwork enhancedOwarfare:

Orhe Defense Department intendsthe mogt sendtive portionsof the GIG to be self-
contained, redudng themilitary@ potential exposure to theinsecurities assodated with
thepublic IT infrastructure. However, some less sendtive portionsof the GIG are
expected to connect to thelnterng, at least part of thetime. Vulnerabilities are introduced
whenever highly sengtive defense neworks and civilian networks intersect, giving both
communities a significant stake in coopeating to improve the security of thecivilian IT
infrastructure. Also, econonic redlities dictate tha today@ military networks and
tomorrow@® GIG use civilian commercia hardware and software, exposng those
networks to the security vulnerabilities of such produds. Thus the success of the GIG as
asecure | T infrastructure of the future Dand the near-term success of today@ military
networks Bdependsin pat onimprovements in the security of thecivilian IT
infrastructure. Y et because thecivilian R& D community has access only to theresults of
undassified research, reduced suppot for this community will have a harmful impact on
its ability to generate thefundamental discoveries uponwhich future generationsof
security produds and practices will be based.O

PITAC identified 10 specific priority areas, listed bdow, in computer science of
QparamountimportanceOto securing thenaiond I T infrastructure. DARPA® suppot for
undassified research in these areas would likely prove enomoudy beneficial to DOD
andthenation:

1. Authentication Technologies

2. Secure Fundamental Protocols



3. Secure Software Engineering and Software Assurance

4. Holistic System Security

5. Monitoring and Detection

6. Mitigaion and Recovery Methodobgies

7. Cyber Forendcs

8. Moddingand Testbedsfor New Technologies

9. Metrics, Benchmarks and Best Practices

10. Research into Human and Organizational Aspects of IT Infrastructures.

There are other areas in which DARPAQ efforts are unde suppoted (or absent
completely). DARPAG undassified efforts in Software Design and Produdivity, for
example, have also been discontinued, according to the FY 2005plan and FY 2006
request. Low power computation modds, improved mesh & grid computing methods
easy-to-learn and use HCI, fault tolerance and replication for portable computing, and
federated database management and integration, are al example areas of computing
research where advances could hd p thewarfighter, aswell asthecivilian popuktion,
homeland defense and the econory.

DARPAG missionisto suppot thewarfighter and DOD future needs DARPA research
has, in the past, often met thoe needs by "pudhing theenvdopé' such tha advances were
adopted in thecivilian sphae, thusmaking them available in quantity, and at lower cog,
to the military as"commodity” computingitems. By not pursuing research in thisrealm,
or by classifying it, the commoditization and the synergy producd by mixing both
university and indugrial talent, are missing.

But as the DSB report alluded, DARPAG& key rolein promotinginnovaionin IT --
innovaion tha has honed America@ war fighting capability, fuded the new econony,
and revolutionized hedlth care and the conduc of the sciences Dwasn®jugt its suppot
for particular research areas. It was its uniqueapproach (and commitment) to developing
communities of researchersin bath indudry and academia focused on problemsin
computer science. DARPA continues to maintain afocuson some of those important
problems, butits growing failure to suppot the university elements of tha community is
altering theinnovation ecosystem in an increasingly negative way. Andworse yet, no
other mission agency has yet picked up the mantle, leaving NSF to bear the bulk of
suppot for university-led fundamental computer science research.

In summary, | do notbdieve tha the problem necessarily results from alack of money,
butrather fromachangein prioritization. Whereas overal funding for computer science



hasincreased ove thelast several years at DARPA, DARPA funding for basic research
at universities in computer science has droppel significantly.

Question Two:

At the hearing, Dr. Tether mentioned several times his agency@® work on cognitive
computing as an example of longrangeresearch undeaway at DARPA. Istha thekind
of longrangecomputer science research tha you believe DARPA should be doing?
Why or why not?

Answer:

| am notdirectly familiar with DARPAG program in cognitive computing, but| do
bdieve tha research in this areais worthwhile. However, it isonly onearea of computer
science and will not address many needs of thewarfighter and thenaion. For example,
research in thisareawill probably not berelevant to the area of cyber security.

Question Three:

Wha criteria should we be usng to deermineif federal suppot for fundamental research
in computer science in general and cyber security in particular is adequae?

Answer:

How much should we spendDis aways a difficult question when it comes to funding
basic research. Thereasonistha thebenefit derived fromtheresearch genegaly is not
realized until many yearslater. And, basic research isahigh-risk endeavor. Not every
ideapansout Inded, fundamental research, by its very naure, should be expected to
have many failures. Risk-averse research smply does notlead to fundanentally new
ways of thinking or to breakthroughsin themos important problems,

That said, there are measures that onecan use to determineif thelevels of funding are
inadequae. First, thesuccess rates of qudified grant proposals can be examined and
compared across disciplines. Aswas noted in prior testimony, the success rate of
gudified proposlsin computer science at NSF lags far behind the NSF-wide average
Thesuccessrate in thearea of cyber security is even smaller, afactor of three smaller
than the NSF-wideaverage These statisticsindicate that thereis goodresearch that is
going unfunded in computer science and that thelack of fundngin computer scienceis
out of propottion with other disciplines.

Second, onecan look at the historical return oninvestment for research expendituresin a
paticular field. Aswas noted in prior testimony, thereturn oninvestment for academic
computer science research over thelast several decades has been extraordinary. Not only
has theresearch led to the creation of numeroushillion-dollar indugries, butit hasled, in
pat, to our Nation® pre-eminence in technology as awhole. If history is any guide, we



should be spending far greater sums on fundamental research in computer science than
we do today.

Third, onecan turn to experts for advice. PITAC was onesuch bodyof expertsin
information technology and they have madeit very clear tha our undeinvestmentin
basic cyber security research poses a significant threat to our nationd well beng. PITAC
had planned to study theadequacy of our overall investmentin IT R&D butthar term
has expired and norenewals have been announed.



Questions from Ranking Member Gordon:
Question One:

Wha efforts are now being made and wha mechanisms exist to trangtion theresults of
federaly funded cyber security research to commercial produds and methods and do
you have recommendaionsfor additiond federa effortsin this area?

Answer:

Aswas noted in the PITAC report GCyber Security: A Crisis of PrioritizationQ Quurrent
cyber security technology trandfer efforts are not adequéte to successfully transtion
Federal research investments into civilian sector best practices and produds.O

PITAC recommended tha Qhe Federal govanment should strengthen its cyber security
technology trander partnership with the private sector. Specificaly, the Federa
govanment should place greater emphasis on the development of metrics, modds,
datasets, and testbeds so tha new produds and best practices can be evaluaed; jointly
spon®r with the private sector an annud interagency conference at which new cyber
security R& D results are showcased; fundtechnology trander efforts (in coopeation
with indugry) by researchers who have developed promising ideas or technologies; and
encourage Federally suppoted graduae students and pogdodoral researchersto gan
experience in indugry as researchers, interns or consultants.O

In its discussion, PITAC noted tha Qechnology tranger enables the results of Federally
suppoted R& D to beincorporated into produdsthat are available for general use. There
has been alongand successful history of Federally funded IT R&D beng tranderred into
produds and best practices tha are widey adopied in the private sector.O

Orhediffuson of Federally suppoted I T R& D into produds and practices benefits both
consumers and developes:

¥ Consumers have bendfited from faster hardware, faster networks, better
software tha is easier to use, and more frequent time- and labor-saving
upgrades.

¥ I'T research often results in new ideas and prototypes tha can berapidly

developal into new or improved commercia products. The developes of
such innovaionsare free to carry their innovaive ideas into the marketplace,
benditing all conaumers.O

Qunlike other IT produds, cyber security@ benefits are measured by the absence of
problemsin IT systems. Because the market for these benefits has historically been
small, interest is limited amongboth start-upsand large companies.O



PITAC bdieves tha, Qjiven the valueand difficulty of technology transfer, the Federal
govanment should suppot programs to trangorm existing and future cyber security
research results into commercia produds or opeationd best practices. Specificaly, the
Federal govenment should:

¥ Strengthen the development of metrics, modds, daasets, and testbeds so that
new produds and best practices can be evaluaed.

¥ Jointly spon®r with the private sector an annud interagency conference at
which new cyber security R& D results, especially those conduded or
spon®red by the Federal government, are showcased.

¥ Require grant proposals to describethe potential practical utility of ther
research results and have the coordinating bodyidentified in Recommendaion 4
of the PITAC report collect and publish these descriptions (While fundanental
research is usudly undetaken withoutany direct trangtion path envisoned, cyber
security research is often undetaken in the context of recognzed problems, and
doaumenting logical connectionswith real world problemsis worthwhile.)

¥ Establish afundto suppot technology trander efforts by researcher's who
have developed promising ideas or technologies. This fund could also hdp
researchers coopeate with indugry to bring prodicts or enhancements
rapidly to market.

¥ Establish and maintain a naiiond daabase of results from Fedeally fundel
cybe security research, allowing vendors to identify ideas tha can be
incorporated into commercial produds.

¥ Encourage Federally suppoted graduae students and pogdodoral
researchers to gan experience in indugry as researches, interns, or
conalltants.

¥ Encourage agency investment in technology trander of cyber security R&D
results through the Small Busness Innovdion Research (SBIR) and Small
Busness Technology Trander (SBTT) programs of the Federal goveanment.

Orhe Federal govanment and the private sector, by working together, can effectively and
efficiently trander Federally funded cyber security research results into commercial
produds and build an innovdive cyber security workforce, and by doing so can hdp our
sodety realize the potential benefits of this research.O

Question Two:
The President® Information Technology Advisory Committee report on cyber security

findsthat the academic research community in cyber security research is bdow critical
mass.



a) Towha extent would this be corrected smply by increasing the amount of
research funding available?

b) Arethee other impediments to bringing more researchersto this field aside
fromtheavailability of research funding?

Answer:

AsPITAC notesinitsrepott, increasing thelevel of funding for basic research in cyber
security isrequired to increase the size of the academic research community in cyber
security. Butit isnat sufficient. Thelongterm stability of thefunding is also important,
andit iscritical tha the university research not beclassified.

| do notmean to imply that all cyber security research should beundassified. Indeed,
classified research in the area of cyber security is certainly a worthwhile endeavor.
However, if mod or al research in cyber security is classified, then university researches
(with whommuch of our Nation® networking and computer science expertise resides)
will notbeable to contribute to the discovery of the breakthroughstha are so badly
needed in thisarea. Moreover, thetechnology transfer needed to convet breakthroughs
into produds and best practices will also be serioudy impeded.



Questions from Representative Jackson Lee:
Question One:

While | am unsatisfied by the status of computer science research being conduded on the
federal level, | am also disturbed by the lack of female and minority representationin the
field of computer science. The statistics show tha women and minarities are nat beng
propottiondly represented in academia when it comes to computer science. 1n 2003,
women represented barely over 20% of the computer science dodoral degrees granted.
The same statistics show that in 2003,the White population made up about 70% of the
dodoral degrees granted to U.S. citizensand permanent residents. At thesametime,
Asian/Pacific Idande's made up about20% of thedodoral degrees granted, but Blacks,
Hispanics, and American Indian/Native Alaskans made up less than 5% of thedodoral
degrees granted. These statistics are very discouraging and show tha we are notreaching
outto our entire popuktion. Indeed, the problem startsin the classroom, where many
unde-privileged youth do nat have nearly the same access to computers and the Internet.
If they don®have this backgroundat an early age, its not surprising tha they dor®d
pursuethefield in highe education andlater in life. Wha are we doing to reach women,
minorities, and the unde-privileged in our socety?

Answer:

| do not have sufficient expertise to provide an answer to this question. That said, | am
panfully aware of lack of female and minority representation in thefield of computer
science (as well asrelated fields such as mathematics).

Question Two:

Y our committee@ report on cyber security recommendsan increase to NSF@& budge for
cyber security research to $90million per year and GubgantialOincreasesin civilian
cybe security R&D at DARPA and the Department of Homeland Security.

a) Why isthere arecommendaion for a specific increase for NSF, butnotfor the
other agendes?

b) Did your committee congder the need for fundingincreases at NIST or other
federal agendes?

Answer:

NSF istheonly agency for which we had enoughcredible data on research fundingin
order to make a specific recommendaion for funding levels. Tha said, acomparable
amountof funding for basic non-classified research at DARPA and DHS would certainly
bein the Nation3 interest. Aswas noted in prior testimony, DARPA has shifted a
significant amountof funding away from universities in cyber security in favor of more
directed and/or classified work, and DHS (which is tasked with the Nation® cyber
security) spendsonly atiny fraction of itslarge S& T budgée on cyber security.
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NIST, N1J, DHS, DOE and other agendes should al re-examinetherole they play in.
cyber security research. Increasesin funding at all of them is probably in the Nation3

best interest.

However, withoutbetter data, a clear undestanding of how the money would be spent at
those agendes, and some kind of naiond strategy, the committee was unable to
formulate specific recommendaions-- especially at atime when there are such large
Federal ddficits.
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